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- The MAILING DATE of this communication appears on the cover sheet with the correspondence address - 
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS, 
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions oftime may be available underline provisions of 37 CFR 1.136(a). In no event, however, nnay a reply be timely filed 
after SIX (6) MONTHS from the mailing date of this communication. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, nriay reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)S Responsive to communication(s) filed on 30 August 2006 . 
2a)S This action is FINAL. 2b)n This action is non-final. 

3) n Since this application is in condition for allowance except for formal nnatters, prosecution as to the merits is 

closed in accordance with the practice under Ex parte Quayle, 1 935 C.D.-1 1 , 453 O.G. 21 3. 

Disposition of Claims 

4) [3 Claim{s) 1-30 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) n Claim(s) is/are allowed. 

6) S Claim(s) 1-30 is/are rejected. 
?)□ Claim(s) is/are objected to. 

8) n Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) 0 The specification is objected to by the Examiner. 

10) n The drawing(s) filed on is/are: a)D accepted or b)n objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1 .85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

11) 0 The oath or declaration is objected to by the Examiner. Note the attached Office Action orfomn PTO-152. 

Priority under 35 U.S.C, § 119 

12) 0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (0- 
a)n All b)n Some * c)^ None of: 

1 .□ Certified copies of the priority documents have been received. 

2.n Certified copies of the priority documents have been received in Application No. . 




3.n Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 
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DETAILED ACTION 

Claim Rejections - 35 USC § 112 

1 , The following is a quotation of the first paragraph of 35 U.S. C. 112: 

The specification shall contain a written description of the invention, and of the manner and process of making 
and using it, in such fiall, clear, concise, and exact terms as to enable any person skilled in the art to which it 
pertains, or with which it is most nearly connected, to make and use the same and shall set forth the best mode 
contemplated by the inventor of carrying out his invention. 

2. Claims 1-30 are rejected under 35 U.S.C. 112, first paragraph, as failing to comply with 
the written description requirement. The claim(s) contains subject matter which was not 
described in the specification in such a way as to reasonably convey to one skilled in the relevant 
art that the inventor(s), at the time the application was filed, had possession of the claimed 
invention. 

Claims 1, 10, 17, and 24 recite limitation "random noise being unpredictable from one 
moment to the next". This Umitation is not described in the specification in such a way as to 
reasonably convey to one skilled in the relevant art, at the time the application was filed, had 
possession of the claimed invention. The specification states, "in one embodiment of the present 
invention, the media signal need only include random transducer noise having a noise signal 
amplitude". One example of how this can be done is "a lens-cap could be on the camera causing 
the scene to be perfectly quiescent." By putting the lens-cap on the camera the signal becomes 
more predictable, not "unpredictable" as claimed by the applicant. This is because the output of 
the camera signal when capturing a chaotic signal has two somewhat unpredictable signals added 
together to make a more unpredictable signal (i.e., ChaoticsiGNAL+ Noiscsignai = Signal). The 
chaotic signal has more effect on the change in the quantized sample because the amplitude of a 
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camera is going to have a much higher signal for the image captured by the camera than the 
noise produced by the camera. The chaotic signal would change several quantization levels 
when the image being captured is changed whereas if the quantization levels of the camera were 
set at a level close to the amplitude of the noise, as suggested by the specification, the quantized 
sample would only vary slightly (1-2 quantization levels) from the chaotic signal being captured. 
Therefore if the chaotic signal was replaced with a predictable signal by putting the lens-cap on, 
the resulting signal would be more predictable than before because the only changing data in the 
signal would be the noise from the transducer (camera), which only varies by a few quantization 
levels. 

The random noise that is part of the claimed media signal is "white Gaussian noise" as 
disclosed in the specification. This noise is not "unpredictable" as claimed by the applicant 
because Gaussian noise is predictable based on the Gaussian Curve an example of which is 
shown below. 
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The graph shows that values that are closer to the mean are more likely to occur over time than 
values further away from the mean. Therefore "white Gaussian noise" is not "unpredictable" as 
currently recited in the claims. 

The specification states, "Thus, even a perfectly quiescent media signal 104 (e.g., when a 
lens cap is on a video camera containing the transducer 102) will contain some randomness from 
the transducer noise." The applicant's specification then states, "Put another way, as long as a 
size of a smallest quantizer step is no larger than an amplitude of the transducer 102 noise, the 
quantized media signal 108 will include a high level of randomness even if input to the 
transducer is perfectly quiescent." The apphcant does not disclose: the steps required to go from 
"some randomness" to "high level of randomness"; and from "high level of randomness" the 
steps required to go to "random noise only" and being "unpredictable". 
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Further proof that the media signal disclosed in the specification does not contain data 
that is "unpredictable" is the compression and hashing steps that following the acquisition of the 
signal that is claimed to be "unpredictable". These steps as disclosed by the specification are 
used to reduce the predictability of the keyword generated. The compressed data stream is used 
to remove redundant data strings so that only differences between data frames are presented, and 
because frames of a compressed media signal can vary in size, sets of data can easily be taken 
from different parts of the frames, helping to Umit the amount of redundant data collected. The 
hashing step is used because it "assures that the resultant identifier 3 1 1 varies significantly even 
if the set of data 309 only varies by one bit." If the data that was acquired originally was 
completely random and unpredictable, there would be no reason to go through these steps. 

Claims 2-9, 1 1-16, 18-23, and 25-30 are rejected for depending on independent claims 1, 
10, 17, and 24. 

3. Claims 1-30 are rejected under 35 U.S.C. 112, first paragraph, as based on a disclosure 
which is not enabling. Multimedia encryption critical or essential to the practice of the invention, 
but not included in the claim(s) is not enabled by the disclosure. See In re Mayhew, 527 
F.2d 1229, 188 USPQ 356 (CCPA 1976). The preamble of claims 1 and 17 state "a system 
adapted for use for multimedia encryption". The preamble of claim 10 states "a method adapted 
for use for multimedia encryption". The preamble for claim 24 states "a computer-usable 
medium embodying computer program code adapted for use for multimedia encryption". Both 
the specification and the claims disclose steps for producing a keyword which could be used as a 
key for encryption or a key for generating pseudo-random numbers that are later used in 
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encryption, however, neither the specification nor the claims disclose any steps, elements or 
instructions that encrypt multimedia. 

Claims 2-9, 1 1-16, 18-23, and 25-30 are rejected for depending on independent claims 1, 
10, 17, and 24. 

4. The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

5. Claims 1-30 are rejected under 35 U.S.C, 1 12, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which appUcant regards as 
the invention. 

6. Claims 1-30 are rejected under 35 U.S.C. 1 12, second paragraph, as being incomplete for 
omitting essential steps, elements or instructions. See MPEP § 2172.01. The preamble of claims 
1 and 17 state "a system adapted for use for multimedia encryption". The preamble of claim 10 
states "a method adapted for use for multimedia encryption". The preamble for claim 24 states 
"a computer-usable medium embodying computer program code adapted for use for multimedia 
encryption". However the steps, elements, or instructions of the claims disclose creating a 
keyword. The claims omit the steps, elements, or instructions of actually encrypting any 
multimedia data. 

Claims 2-9, 11-16, 18-23, and 25-30 are rejected for depending on independent claims 1, 
10, 17, and 24 and for omitting the same steps, elements, or instructions that the independent 
claims omit. 
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Claim Rejections - i5 USC §101 

1, 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

8. Claims 1-23 are rejected under 35 U.S.C. 101 because the claimed invention is directed 
to non-statutory subject matter. That claims do not recite a practical application by producing a 
physical transformation or producing a useful, concrete, and tangible result. To perform a 
physical transformation, the claimed invention must transform an article of physical object into a 
different state or thing. Transformation of data is not a physical transformation. A useful, 
concrete, and tangible result must be either specifically recited in the claim or flow inherently 
therefrom. To be useful the claimed invention must establish a specific, substantial, and credible 
utility. To be concrete the claimed invention must be able to produce the same results given the 
same initial starting conditions. To be tangible the claimed invention must produce a practical 
application or real world result. In this case the claims fail to perform a physical transformation 
because the claims are directed to operating on data. The claims are useful and concrete, but 
they fail to produce a tangible result because the keyword is never presented for use by another 
process or the user and is never stored. No output to a user, program, or memory is ever made. 

Response to Arguments 

9. Applicant's arguments filed on 30 August 2006 have been fully considered but they are 
not persuasive. 
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In response to the applicant's arguments directed towards the 35 USC § 1 12 first 
paragraph rejection given above on the grounds that the Umitation "random noise being 
completely unpredictable from one moment to the next", the arguments have been fully 
considered but are not deemed persuasive. While it is not argued that the specification does state 
that the noise is "completely unpredictable", it is argued that the specification does not state 
where a reliable source for this noise is. The specification does disclose white Gaussian noise as 
giving the signal "some randomness". If the apphcant would means "white Gaussian noise" is in 
the signal, amendments to the claims should be adopted in this manner. 

The applicant presents arguments stating that, "[tjhere is a strong presumption that an 
adequate written description of the claimed invention is present when the application is filed." 
However, the PTO only has the initial burden of presenting evidence or reasons why persons 
skilled in the art would not recognize in the disclosure a description of the invention defined by 
the claims. Once the evidence is presented the burden shifts to the applicant. Since the apphcant 
has not responded as to why the examiner's interpretation of why white Gaussian noise is not 
"completely unpredictable" as disclosed in the specification, the applicant has not properly met 
this burden by addressing this part of the rejection. 

In response to the applicant's amendments meant to fix the rejections in numbered 
paragraph 5 of the previous office action, the amendments fail to make multimedia encryption 
part of the claim and fail to show how the original specification supports steps of making 
multimedia encryption part of the claim. Alternatively, the amendments fail to remove 
multimedia encryption as the intended use of the claim. The applicant appears to be creating a 
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keyword for use in encryption and does not appear to be encrypting anything. Therefore the 
claims are not for use for multimedia encryption, as stated. 

In response to the appUcant's arguments/amendments made to overcome the rejection 
under 35 USC § 101, the arguments have been fully considered but are not deemed persuasive. 
The applicant fails to show hoy/ the claims are producing some kind of output that can be 
presented to the user, used by some other device or program, or stored in memory. The applicant 
further fails to amend the claims that such an output is being presented to the user, used by some 
other device or program, or stored in memory. Therefore, the applicant fails to overcome the 
rejection made under 35 USC § 101. 

Conclusion 

10. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
poUcy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event . a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 . 1 36(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 
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1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should.be directed to Jacob F. Betit whose telephone number is (571) 272-4075. The 
examiner can normally be reached on Monday through Friday 9:30 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Charles Rones can be reached on (571) 272-4085. The fax phone number for the 
organization where this application or proceeding is assigned is (571) 273-8300. 
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